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Abstract: The fifth generation of mobile
telecommunications (5G) is considered a very
interesting solution for military applications.
However characteristics of this technology (open
interfaces, cloud-based nature) create additional
security threats and generate very broad threat
landscape for the 5G deployments. In the article

https://www.wil.waw.pl/wil/publikacje/baza-publikacji/p2462s1261,Referat-konferencyjny.html
https://www.wil.waw.pl/wil/publikacje/baza-publikacji/p2470s1335,Sliwa-Joanna.html
https://www.wil.waw.pl/wil/publikacje/baza-publikacji/p2470s1333,Suchanski-Marek.html
https://ieeexplore.ieee.org/xpl/conhome/9924553/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9924553/proceeding
https://doi.org/10.23919/MIKON54314.2022.9924818


we describe main security threats related to the
Radio Access Network (RAN), taking into account
the open version of its implementation – O-RAN.
We emphasise also possible adversarial attacks
which can have significant impact when machine
learning algorithms are used e.g. in the RAN
Intelligent Controller. Another important thereat
vector which is valid for every 5G deployment is
supply chain attack. The article summarizes the
basic good security practices in ensuring security
in military 5G private networks and the initial
thoughts on how to counteract the attack vectors
presented above.
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