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Abstract—The article presents an overview of selected aspects
of wireless communications considering military applications.
The main attention is paid to performance analysis of radio and
free space optics technologies. There are also presented some
activities to get new capabilities of wireless communications using
procedure of dynamic spectrum access, wideband and
narrowband radio system, and free space optical system operated
in long wavelength infrared spectrum. In the summary,
possibilities of radio-optical hybrid communication systems and
their application in military areas have been defined.
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I. INTRODUCTION
The specific virtues of radio technology practically cause
that access to transmitted signal is unlimited and out of control.
It is very important during military missions in which, the
security of Radio Frequency (RF) transmission is becoming an
important issue. Therefore, a need to develop some
mechanisms and instruments for RF signals protection to make
the radio equipment more resistant to detection, tracking,
damage or exclusion has been identified. The frequency broker
is one of such kind of devices providing both signal protection
and network compatibility. It is obtained using mechanism of
coordinated spectrum access. Another way to get higher level
of data transmission security is to use point-to-point Free Space
Optical communications (FSO). This property is achieved by
operation with low divergence Long Wavelength Infrared
(LWIR) radiation that is difficult to detect, intercept, or
jamming. However, both technologies are characterized by
some specific virtues. That is why, a development of FSO/RF
hybrid system makes it possible to obtain complementary data
link.
II. RADIO COMM
The classic, static management and applied methods lead to a
low efficiency of spectrum usage. The performed
measurements showed that in the frequency range below
3 GHz the usage average level of radiation spectrum is lower
than 10 % [1]. On the other hand, dynamic development of
communication systems causes dramatic increase in demand
on spectral bands. It is expected that the present policy of
spectrum access will cause bandwidth deficit, soon. That is
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why, the main problem for administrators of communication
systems is optimal, dynamic allocation of frequencies. It will
provide to deliver comm services at required quality level. It
was the reason to undertake research to increase the efficiency
of spectrum management using the Dynamic Spectrum Access
method (DSA). It is the implementation of spectrum sharing
idea by different wireless systems. The spectrum deficit
problem can be solved by Coordinated Dynamic Spectrum
Access (CDSA) method. It is based on application of a
frequency broker as the main element of comm infrastructure.
Nowadays, the broadband radios with advanced modulations
and high rates of spectra are very attractive to increase
capacity of comm systems. However, their main limitations
compared to classic narrowband radios are shorter data links
and higher probability of detection. Therefore, modern radio
equipment needs to develop new technologies to ensure a
long-range, high rate of availability, secure data link. The
identification of these technologies is currently the subject of
intense work performed by some North Atlantic Treaty
Organization (NATO) working groups. Methods of the
coordinated and opportunistic accesses are a realization of the
spectrum sharing philosophy by various users considerable
increasing usage efficiency.
A “road map” of the evolutionary modification for
spectrum management in tactical communication systems was
presented in the report of the NATO–IST104/RTG-050 task
group. The starting stage of modification (“baby step”) was
presented in the formulated road map taking into consideration
the present conditions, adaptation of current spectrum
management procedures to achieve considerable shorter time
of frequency assignment.
III. MILITARY RADIOS
In the Polish Armed Forces, the most common combat
radios are PR4G radios. These devices provide data transfer
using 25 kHz bandwidth radio- channel in the frequency range
of 30-88 MHz. They can operate in one frequency channel,
analogue or digital modes or in digital frequency multichannel
modes. These modes include Frequency Hopping (FH), Free
Channel Search (FCS), and their combination - the MIX mode.
In the MIX mode, radios switch between FH and FCS to the
number of jammed channels, respectively. Operation in an IP

mode based on a static routing mechanism is also posibble. The
present battlefield demands on many automated procedures and
narrowband radios are not so functionally flexible. They are
unable to provide new services such as an automatic position
notification, enemy or opponent identification - Blue/Red
Force Tracking, a transmision of HD video signals. These
services could be ensured by implementation of wideband
radios operating at 1.2 MHz or 4 MHz channel in the spectral
band of 225-400 MHz. In the classic wideband devices, Time
Division Multiple Access (TDMA) mode is applied to share
the common radio spectrum. The allocation of user time slots is
based on the previous determined plan. However, it can be
changed during devices operation. In this case, radio network
master should be identified. The master accepts calls of new
radios and reallocates the time slots by sending a special
service message (Beacon message). After resynchronization,
the radio comm link works without any transmitted signal
collision between users operated at the designated time slots.
An example of a modern RF device (225-400 MHz) wih
software-defined radio mechanisms is the R-450C radio station
[2]. Due to high throughput, implemented collision avoidance
mechanisms and adaptation mechanisms of radio channel
(Forward Error Correction, bit rate etc.), the R-450C have been
prepared to cooperate with other comm technologies [3].
IV. FREE SPACE OPTICS
Free Space Optics provides data transmission using optical
radiation propagating in the air. Dynamic development of FSO
technology was observed only in recent years. It was
stimulated by searching for relatively low cost, fast set-up time,
high bandwidth and efficiency communication technology. At
the end of the 1990s, the first commercial FSO systems were
offered [4]. These systems could be applied in ground
connections or inter-satellite, or space or groundsatellite/satellite-to-earth data links. It is important for remote
sensing, radioastronomy, army, last mile transmission,
emergency links and for many others. However, FSO
technology application is limited mainly by effects of
absorption, scattering and turbulence of optical radiation in the
atmosphere.
Nowadays, the FSO systems can be divided into two main
groups: in-door and out-door instruments. The first group is
designed to communicate in buildings where it is difficult to
use traditional wired technologies. Four configurations of such
systems are distinguished: directed or non-directed line-ofsight, diffused and tracked [5]. In out-door group, there are
used terrestrial, underwater, and space systems. They provide
signal transmission between building-building, groundsatellite, satellite-to-ground, satellite-satellite, satellite-to-earth
aerial platform. These platforms are also mounted at
Unmanned Aerial Vehicles (UAVs) or balloons [6].

• Exploitation - to prevent the exploitation of the signal
by decoding, spoofing, or position monitoring. It limits
the enemy posibility to define system performances:
modulation, its operation, and users.
• Jamming - to prevent influence of spurious signals sent
from others radiation sources.
Some scenarios of FSO system operation were also
analyzed or tested by NATO armies, e.g.:
• Static ground-to-ground FSO: intra-base networking,
inter-base networking or networking between
installations.
• Dynamic air to static ground FSO: link from an airborne
platform down to a static ground station proving
beneficial in both military and civilian communications.
• Dynamic air to dynamic ground: this link is marginal.
• Air-to-air FSO link: established between two airborne
platforms. The capabilities of airborne platforms vary
greatly in payload capacity and flight profiles.
In practice, FSO operation spectrum is mainly determined
by transmission properties of the atmosphere and parameters of
optoelectronic devices (light sources and photodetectors).
Commercial FSO systems operate in the Near Infrared (NIR)
or Short-Wave Infrared (SWIR) spectral range [7]. These
devices ensure transmission range of a few kilometers with
data rate of a few tens of Gbit/s. However, these parameters
can be limited by the atmosphere. The limitation can be
minimized by using long-wavelength infrared radiation for data
transmission. That is why, at the Institute of Optoelectronics
(Mil. Univ. of Tech.), a laboratory model of LWIR-FSO link
has been developed (Fig. 1).

Fig. 1. View of FSO lab model.
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The main elements of the constucted FSO system are
Quantum Cascade Lasers (QCL) developed at the Institute of
Electron Technology, Poland and detection modules
constructed at the Vigo SYSTEM S.A., Poland.

• Intercept - to prevent the enemy from tapping onto the
transmission.

High-power QCL laser requires a driving signal with high
level of both voltage and current. That is why, these signals
should be characterized by short time and low duty cycle. In

FSO systems are very attractive for data transmission
security. In practice, they provide low probability of:
• Detection - to prevent
a transmission signal.

enemy

from

practice, there is always compromise between data range and
data rate. The performed test of the applied QCL lasers defined
pulsed signals with an optimal duration time of 10 ns and 4
MHz repetition rate. For those parameters, the peak power of
light pulses was 200 mW. The laser pulses are registered by a
detection module with detectivity of 3 109 cm√Hz/W and
bandwidth of 700 MHz. In Fig. 2, spectral characteristic of
laser radiation is presented. The operation wavelength range is
9.7-9.9 µm.

Fig. 3. Example of SNR characteristic for visibility of Vis = 1 km and
Cn2=10-15m-2/3.

The reflected radiation was registered by receiving path.
The test signals were generated using signal patterns generator
model Picosecond 12000.

Fig. 2. Spectral characteristics of laser radiation.

As optical elements, off-axis parabolic mirrors were used.
They provide to obtain the beam divergence of 3 mrad and the
receiving diameter of 100 mm.
In the first step of work, an analytical model of the
designed FSO link was developed to determine Signal-to-Noise
ratio (SNR). In this model, laser pulse operation (peak power,
wavelength, emitting surface size, beam divergence), optical
systems feature (reflection coefficient, diameter, beam
divergence), detection module parameters (bandwidth, field of
view, detectivity) and propagation performances (scattering Visibility and scintillation – index Cn2) have been considered.
In Fig. 3, some results of the performed analyses are
presented. These results showed a very strong influence of
turbulence and scattering phenomena, which effectively limits
FSO data range. However, radiation scattering can be
compensated using higher-power light pulses or lowdivergence beam. In the case of scintillation, the light signal
level attenuation is not as significant as noise signal increases.
This negative influence can be minimized increasing the
diameter of the receiving optics. But in practice, it causes a
significant growth in the FSO device weight. Theoretically, the
designed FSO data link should provide data range of 2 km for
weather conditions determine by visibility of 5 km and
scintillation with Cn2=10-15 m-2/3.
The preliminary tests of the constructed FSO setup were
carried out outside the main building of Mil. Univ. of Tech. at
the link distance of ~200 m (Fig. 4). The FSO transceiver
system was placed in the laboratory. The laser beam from
transmitting path was directed towards the opposite wall of the
building.

Fig. 4. Tests conditions: setup and snowfall imaging.

The tests were made in winter 2018 for different weather
conditions. For determination of SNR value changes, the
output signal from the detection module of FSO receiving path
was analyzed. It was performed using digital serial analyzer
model DSA 70000 (Tektronix). For example, Fig. 5 shows
registered optical pulses for different snowfall rates described
as ‘light snow’ of the range from 4 to 10 g/dm²/h.

Fig. 5. Registered optical pulses for different snowfall rates.

Here, snowfall rate generally does not affect average value
of pulse peak power, but significantly growths its fluctuations.
These pulses were analyzed to define SNR changes. The

distribution of registered signal amplitude was determined (Fig.
6).

Fig. 8. Example of FSO/RF link in military scenario.

VI. CONCLUSIONS

Fig. 6. Registered optical pulses for snowfall rates.

The signal amplitude for higher rate of snowfall was
decrease in about 10%. However, its standard deviation
doubled.
V. HYBRID RF/FSO
Laser wireless data transmission is very promising
technology. It does not need any license fees and special and
cost installation procedures. In addition, it provides higher
level of data security and better network's resistance to
electromagnetic interference. However, the main limitation of
FSO systems are both weather conditions and requirements for
line-of-sight operation. These limitation can be minimized
using backhaul RF data link. In military operations (Fig. 7),
such the FSO/RF hybrid comm device could provide better
data security and link ability, reduction of detection possibility,
higher level of resistance to enemy interference.

Fig. 7. RF/FSO hybrid data link [8].

The wireless FSO/RF systems can be used on many levels
of activity, e.g. joining command positions (level of division,
brigade, battalion), stationary objects, mobile platforms or
temporary infrastructure. These devices consisted of radio link
(the wideband R-450C radio) and laser link (the designed FSO
transceiver) provide data transmission with high bit rate, high
reliability and low detection possibility. It seems to be
particularly promising in temporary work in the case of radiosilence conditions or need for fast relocation of objects and reestablishing of a secure connection. Such technology is able to
become an important tool for network-centric, anti-aircraft
defense systems created in recent years. In this application,
FSO/RF links could provide for fast, "silent", and reliable data
connection of effectors, detection systems and command posts
to the backbone unit [9]. An exemplary scheme of using the
FSO/RF links is shown in Fig. 8.

The described analysis showed a dynamic development of
wireless communication technologies. Nowadays, these
technologies are one of the most important tools for data
transmission in military operations at every level of activity.
However, a huge number of radio equipment and the
development of wideband radio systems led to full-saturation
of available radio spectra. Therefore, effective spectrum
management (e.g. Dynamic Spectrum Access) is important in
these systems. Additionally, other systems working out of a
radio bands are developed (laser communications). Using FSO
devices, higher level of data transmission security, as well as
and network infrastructure protection (their detection and
destruction) can be also obtained. Finally, FSO/RF hybrid data
link combining advanced radio technologies and FSO ones
may be a significant tool to acquire new capabilities for
military communication systems.
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