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Influence of the Method of Colors on Levels of
Electromagnetic Emissions From Video Standards
Ireneusz Kubiak

Abstract—Every electronic device that processes information
becomes a source of spurious emissions. These emissions can be
used in the process of electromagnetic eavesdropping, resulting in
the possibility of obtaining information in a non-invasive manner.
The graphic tracks of information systems are particularly
sensitive sources of such emissions. This paper analyzes the levels
of electromagnetic interference from two graphic standards: video
grafics array (VGA) and digital video interface (DVI). The DVI
standard, due to the assumptions made by the Digital Display
Working Group, was to replace the analog VGA standard and
increase the electromagnetic safety of transmitted graphic data.
However, the reality and ongoing research did not confirm this.
The DVI digital standard, as a source of spurious emissions,
must be protected in the same way as the VGA standard. This
paper analyzes the impact of the color method on levels of
electromagnetic interference for the two considered graphic
standards. The color method (the right color for the background
and text) is one of the solutions that can counteract the process
of electromagnetic eavesdropping. The proper selection of colors
can limit the level of electromagnetic interference but only in the
case of the VGA standard (change in the amplitude of the voltage
of the electrical signal). The DVI standard, due to a different way
of color coding (the value of voltage amplitude of the electrical
signal is constant; the shape of the signal changes), does not show
any relation between the choice of background colors and text or
the level of generated electromagnetic interference. Very often,
this interference has the characteristics of information being
processed and becomes valuable in the process of electromagnetic
infiltration. That is why, the analog VGA standard is still widely
used in information systems, where the most important aspect is
the protection of information against electromagnetic penetration.
Index Terms—Compromising electromagnetic emanations, digital video interface, electromagnetic eavesdropping, information
infiltration channel, information leakage, information security,
tempest, video graphic arrays.

I. INTRODUCTION
NFORMATION security against the electromagnetic eavesdropping of devices and systems is of great importance [1],
[2]. This problem increases with the constant rise in use of electronic devices for processing and transmitting information [3].
It results from the fact that each electronic device is the source
of unintentional emission of electromagnetic energy transited in
the surrounding space [4], [5]. Very often, signals of unintentional emission could be correlated with processed information
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TABLE I
VALUES OF THE VOLTAGE AMPLITUDE DEPENDING ON THE SELECTED COLOR

[6]–[9]. Then, they can be used for reconstructing information
by the intelligence services, for example. When the unintentional emission has properties of processed information, and
this emission allows for the reconstruction of such information,
this emission can be called a compromising or valuable emission
[10]–[12].
Electromagnetic emissions with distinctive features can arise
at any stage of information processing (e.g., transmission, screen
projection, and printing), which occurs in the electronic form.
Video signals are particularly dangerous [13]–[15]. For these
sources, the primary information can be reproduced and presented in the form of human-readable images. Therefore, a
number of different methods are implemented to limit levels
of electromagnetic emissions.
It is difficult to search for a universal method, which could be
effective for both video grafics array (VGA) and digital video
interface (DVI) standards [16]–[19]. A method of colors is one
of the methods, which could be limiting the levels of electromagnetic emissions. This method consists of the appropriate
selection of background and text colors. But VGA and DVI standards code colors in different ways. Therefore, the effectiveness
of emission sources in the form of VGA and DVI standards
is different. Simultaneously, the sensitivity of VGA and DVI
standards on the process of electromagnetic eavesdropping is
different [20]–[23].
II. METHOD OF COLORS
Two colors black (text) and white (background) are commonly used to specifically process text data. But we can change
this pair of colors and use gray instead.
The method of colors consists of the appropriate selection of
background and text colors. It can be used to protect the VGA
standard against electromagnetic eavesdropping. It was demonstrated by Kubiak [6] and Kuhn [24], [25]. The method can limit
levels of electromagnetic emissions because it decreases voltage
amplitudes of video signal in a cable (see Table I). In this case,
differences between voltage amplitudes can be so little that the
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TABLE II
COMBINATION OF BITS DEPENDING ON THE SELECTED COLOR

effectiveness of source (cable and VGA connector) of radiated
emissions decreases [26]–[30]. The voltage amplitudes of the
video signal for the DVI standard do not depend on changes of
colors of background and text. In the case of the DVI standard,
each color is coded with a different combination of bits. The
voltage amplitude of signal is constant (see Table II). However,
the DVI standard uses a differential signal. The solution should
decrease levels of electromagnetic emissions.

TABLE III
DESCRIPTIONS OF VGA CONNECTOR PINS

TABLE IV
DESCRIPTIONS OF DVI-D CONNECTOR PINS

III. DIFFERENCES IN COLORS CODING FOR VGA
AND DVI STANDARDS
Important issues, as regards all analyses on prevention of
electromagnetic infiltration, are the changes in characteristic
features of video signals and the possibilities of changing the
levels of video signals between the computer central unit and the
display device, which is the monitor of the computer. However,
here, we do not speak of a hardware-related solution, such as
the filtering-shaping unit, which was broadly described in [24].
This unit introduces spectral limitations of useful signals by
smoothing the slopes of increasing and decreasing information
signal impulses.
Removing 30% of the top spectrum of the signal provides
a significant reduction of component frequencies of the signal.
This way, the edges of signs are smoothed. Simultaneously,
the sharpness of the image is reduced, and the protection of
information against electromagnetic penetration is higher. This
percent value of about 30% is a good compromise between
protection and rendering quality. Removing the top, more than
30% of the signal spectrum causes fonts to become more blurred,
and this becomes quite noticeable on the screen. The characters
displayed on the monitor then become blurred and indistinct,
and in the case of DVI, there are spurious pixels, which can be
seen in form of impairments of the displayed image [31]–[33].
VGA and DVI are standards used in the processing of graphical data. The first is an analog standard still commonly used in
non-public IT systems.
This standard is not sensitive to the changes of basic parameters. Important parameters are signal level and impulse duration
times, their increase and decrease times, which was confirmed
in [6]. DVI is a digital standard, which is more sensitive,
and which decision systems require retaining basic parameters.
Slight changes to those cause spurious pixels to be displayed
or the “breaking” of synchronization, resulting in a total lack
of image display. Therefore, we should use other solutions that
introduce a decrease in signal levels, which are sources of compromising emanations. One of such solutions may be the method
of colors.

From Tables III and IV, it can be seen that stronger emissions come from the pins of the synchronizing signals [for the
VGA standard; see Fig. 1(a)], but they do not contain information about the screen content. While the emissions come from
the RGB pins [VGA standard; see Fig. 1(a)], transition minimized differential signaling (TMDS) data pins [DVI standard;
see Fig. 1(b)] can be used to reconstruct the screen content.
DVI-D Single Link was used during the tests.
Consider, though, the coding principle of gray level for two
graphical standards in question and the case of whether the
change in intensity of black color really affects the electric
signal level. As previously stated, VGA is an analog standard.
The change in the intensity of black color observed on the
monitor as a different level of gray is linked to the change in the
electric signal voltage (see Figs. 2 and 3).
The time parameters of a useful signal impulse remain unchanged. Pixels of the same color that occur next to one another
in a horizontal line are represented in the form of an electric
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optionally inverted (0 replaced by 1 or the other way around)
to provide a balance between zeroes and ones throughout the
signal and, thus, maintain its average level. This inversion is
marked at bit 10 of the result. Thus, a value of each component
color is coded for each pixel displayed on the monitor prior
to its transmission to the decoder placed on the monitor side.
It means that prior to TMDS encoding, integers from the interval [0;255] are replaced by 8-bit words using the following
formula:
ql = a7 × 27 + a6 × 26 + a5 × 25 + a4 × 24
+ a3 × 23 + a2 × 22 + a1 × 21 + a0 × 20

Fig. 1. (a) VGA cable and connector. (b) DVI cable and connector with pins
numbers according to Tables III and IV.

Fig. 2. Image displayed on the monitor while testing parameters of information signals in form of lines in gray levels (resolution: 800 × 600, refreshing
frequency: 60 Hz).

(1)

where ak = 1 or ak = 0 (k = 0, . . . , 7) also ql = 0, . . . , 255 for
l = 0, . . . , 255.
As we can see, the DVI standard is characterized by a totally different method of coding colors (see Fig. 4). In this
case, pixel with an applied color is coded through the combination of 0 and 1, retaining electric signal voltage parameters
unchanged.
This can mean that the signal levels of compromising emanations remain the same, regardless of color intensity. Of course,
we consider the electromagnetic emission level of the entire cable and connectors, and they are comparable regardless of the
pair of colors. The mentioned electromagnetic emissions can
interfere with compromising emanations. In spite of this phenomenon, the level of compromising emanations for each pair
of colors could allow for a non-invasive acquisition of information in contrast to the VGA standard. This is also due to high
sensitivity of decision systems on the receiving part or the monitor. Attempts to reduce amplitude voltage of a digital signal in
the system cause pixels to be erroneously displayed or even a
total monitor blackout.
In the opinion of many IT system users, the using of TMDS
encoding in data transfer between the graphic card of computer
and screen should provide higher resistance to the electromagnetic infiltration process [24]. However, experience shows that
the DVI standard using TMDS encoding does not protect against
non-invasive information acquisition. When compared to the
VGA standard, its susceptibility to electromagnetic infiltration
has not been reduced radically.
IV. MEASUREMENT OF ELECTROMAGNETIC EMISSIONS

impulse with an appropriate duration time and voltage amplitude value. Basic color is the impulse voltage amplitude, which
equals approximately 700 mV.
The DVI standard uses TMDS encoding. TMDS encoding
makes it possible to limit the negative impact of electromagnetic interference between cables. It allows us to increase the
maximum distance between the transmitter and the receiver and
use lower diameter cables. The coding is similar to 8B/10B
coding.
It consists of two stages and results in writing eight data bits in
the form of a 10-bit word. At the first stage, each bit, except for
the first one, is subject to XOR or XNOR operation with the previous bit. The encoder chooses between the above-mentioned
operations to minimize the number of transitions (from 0 to 1
and back) in the resulting string. Operation selection is marked
at bit 9 of the result. At the second stage, the first eight bits are

A. Test System
In order to verify the above hypothesis, the DVI-standardcompliant digital signal has been subjected to experimental tests
and theoretical analyses. Those operations used information in
the form of text data.
The applicable methods for affecting the source of electromagnetic emissions included a change in font colors and the
associated text background, as well as the selection of the font
smoothing option.
This was the method used to obtain the combination of
color pairs that could feature various levels of resistance to
electromagnetic radiation spying. It was assumed that different
levels of correlation between signals at information infiltration
channel input, corresponding to individual color of fonts
and the background, can have a significant impact on its
distinguishability.

Authorized licensed use limited to: Wojskowy Instytut Lacznosci. Downloaded on October 06,2021 at 08:08:15 UTC from IEEE Xplore. Restrictions apply.

1132

IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY, VOL. 61, NO. 4, AUGUST 2019

Fig. 3. Time parameters of a useful signal1 generated by a video card for displayed image presented in Fig. 2—dependence of gray level on the electric
signal level.

Practical studies were conducted in a screened anechoic
chamber (see Fig. 5), with attenuation parameters within the
scope of studies, i.e., from 1 MHz to 10 GHz, which were not
lower than 100 dB.
Electromagnetic emissions were recorded by using the DSI1550-A receiver [see Fig. 6(a)] along with the Microwave Downconverter DSI-1580-A (up to 22 GHz) and with a set of R&S
antennas [see Fig. 6(b)]: HE525 rod antenna (100 Hz–30 MHz),
HE526 biconical antenna (30 MHz–200 MHz), HE527 dipole
antenna (200 MHz–1 GHz), and the EMCO Double Ridge Horn
antenna (1–18 GHz). The measurement bandwidth (BW) used
for measurements include 100 kHz. The distance between the
antenna and the source of electromagnetic emissions was equal
to 1.2 m.
A hardware raster generator was used to generate the image
of measured emissions in correlation with the processed data.
This is an external source of vertical and horizontal sync signals
of the measurement monitor image. A Signatec PDA1000 data
acquisition card fitted with an 8-bit analog-to-digital converter
was used to record the analyzed radiated emissions. The card
allows users to take signal samples at a throughput of up to
1 GB/s.
During the tests, the signal cable, being a transmission
medium for VGA and DVI standard video signals, operated
together with a special (TEMPEST class) computer CPU and
1 A useful signal—an electric signal, which is a source of sensitive (valuable)
emission allowing us to reconstruct primary information.

monitor. Additionally, the keyboard and the mouse were offline.
It allowed for the measurement of electromagnetic emissions
only from the signal cable and the connectors.
B. Test Results—Levels of Electromagnetic Emissions
Tests were carried out for different pairs of colors of vertical
lines and also for rainbow in gray colors (see Fig. 6 and Table V).
For each picture, and for VGA and DVI standards, the levels
of electromagnetic emissions were measured in the range of
frequencies from 50 to 200 MHz. Next, the levels for different
sources of emissions were compared.
V. DISCUSSIONS
Analyzing Figs. 8–14, big differences of levels of electromagnetic emissions can be observed. The levels depend
on combinations of colors and only for VGA standards. The
effectiveness of source of electromagnetic emissions in the form
of DVI standard does not depend on the selection of colors. The
appropriate selection of colors for the VGA standard can decrease the level of electromagnetic emissions. The phenomenon
is very important for the protection of information against
an electromagnetic eavesdropping point of view [34]. Very
low levels of electromagnetic emissions do not allow for the
reconstruction of primary information [35]–[38]. Of course, in
the case of the DVI standard, the method of colors can be used.
However, it only applies to old Windows OS (e.g., Windows XP
OS). For this operating system, the smoothing mode of edges
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Fig. 4. Examples of TMDS coding of pixel amplitude values: (a) 0 and
(b) 255.

Fig. 6.

Fig. 5.

Anechoic chamber and test system.

can be turned OFF. Then, each graphic sign is built only with one
color. Selected pairs of colors (colors of background and signs
ensuring legibility of the text, e.g., 238 and 8) do not limit electromagnetic emissions from the DVI standard, in comparison
with a typical pair of colors: 255 (RGB) for background and 0
(RGB) for text. But, these pairs of colors, with a high similarity
of sequences of bits, could be used to protect information
against electromagnetic eavesdropping. This phenomenon is

(a) TEMPEST test system. (b) Antenna system.

connected with the number of frequencies, which reveal emissions (see Figs. 15 and 16). The use of intentionally selected
pairs of colors can limit the number of these frequencies.
Figs. 15 and 16 show such cases. For the pair of colors 255
(background) and 0 (text), and without the smoothing mode of
edges [first line of text; see Fig. 15(a)], we can read the text
“protection” on the reconstructed image. However, for the pair
of colors 238 (background) and 8 (text), the text is not visible.
The words in ClearType and with Standard smoothing modes
of edges are still legible because the edges of signs are built
from many colors. In both cases, the revealing emissions were
measured on the same frequency of 192 MHz. The images from
Figs. 15 and 16 were reconstructed using a rasterization method.
This method is based on recorded signals of revealing emissions
and uses data about the length of picture line and the number of
lines in the picture.
At present, Windows OS makes the turn-OFF of smoothing
mode of edges impossible. In this case, each graphic sign is
built with more than one color (see Fig. 17), and the colors are
generated by Windows OS [39].
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TABLE V
RGB VALUES FOR PICTURES FROM Fig. 7

Fig. 8. Levels of electromagnetic emissions for the displayed image
from Fig.7(a).

Fig. 9. Levels of electromagnetic emissions for the displayed image
from Fig.7(b).

Fig. 10. Levels of electromagnetic emissions for the displayed image from
Fig. 7(a) (blue course) and Fig. 7(b) (red course)—DVI standard.

VI. CONCLUSION

Fig. 7. Displayed pictures on the screen during measurement of electromagnetic emissions for RGB values according to Table V.

In this paper, both VGA and DVI standards were tested from
the point of view of the levels of electromagnetic interferences.
These standards are also very often the sources of unintentional
electromagnetic emissions, which allow us to reconstruct the
primary information. In this case, these sources have to be
associated with electric video signals transmitted through cables
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Fig. 11. Levels of electromagnetic emissions for the displayed image from
Fig. 7(a) (blue course) and Fig. 7(b) (red course)—VGA standard.
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Fig. 14. Levels of electromagnetic emissions for the displayed image
from Fig. 7(e).

Fig. 12. Levels of electromagnetic emissions for the displayed image
from Fig. 7(c).

Fig. 13. Levels of electromagnetic emissions for the displayed image
from Fig. 7(d).

and connectors. The shape of these signals depends on the used
video standard. The method of colors was proposed to protect
our information against the electromagnetic eavesdropping
process. This method is associated with the selection of two
colors for background and text. The information regarding the
selection of color is included in the shape of electric signal

Fig. 15. Images (simply safe font) based on the revealing emission signals
(BW = 100 MHz, signal frequency: fo = 192 MHz). (a) Pair of colors 255 and
0. (b) Pair of colors 238 and 8 (Three smoothing modes of edges were used.
From the top: without smoothing mode of edges, standard smoothing mode of
edges, and ClearType smoothing mode of edges).

transmitted from the main unit of the workstation to the display.
By selecting a pair of colors, we can control the level of
electromagnetic interferences, as well as the level of protection
of information. However, it has to be noticed that the same color
has different analog (VGA standard) and binary (DVI standard)
representations. A change of the color in the VGA standard has
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Fig. 17. Examples of pictures for different smoothing modes of edges.
(a) Without smoothing mode of edges (Windows XP OS). (b) ClearType
smoothing mode of edges. (c) Standard smoothing mode of edges.

Fig.16. Images (simply safe font) based on the revealing emission signals
(BW = 100 MHz, signal frequency: fo = 154 MHz). (a) Pair of colors 255 and
0. (b) Pair of colors 238 and 8 (Three smoothing modes of edges were used.
From the top: without smoothing mode of edges, standard smoothing mode of
edges, and ClearType smoothing mode of edges).

an influence on the level of voltage amplitude. The color 255
(RGB) has the highest voltage amplitude (700 mV), and the
color 0 (RGB) has the lowest voltage amplitude (0 mV). The
difference of voltage amplitudes amounts up to 700 mV. This
pair of colors is very often used in the text editing software, e.g.,
MS Office. In this case, the video electric signal transmitted
via a cable between the main unit of the workstation and the
display is a very effective source, both of electromagnetic
interference and revealing emissions. By changing the colors
of the background and the text into values of lower difference
(see Fig. 6) [6], [24], we can change radiation features of
the source of electromagnetic interference and revealing
emissions. It makes the source of radiation more difficult to
identify.
Another phenomenon is observed in the case of the DVI standard. For this standard, the method of colors is ineffective, both
from the electromagnetic compatibility and the data protection
points of view. The information about colors is not included in
the value of voltage amplitude. The DVI standard is a digital
standard, and the information about colors is written in the appropriate sequence of bits. In this case, the electric signal, in the
shape of different sequences of bits, is a source of electromagnetic emissions, and using these emissions, we can reconstruct
the processed information.
The change of colors does not influence the voltage amplitude of the electric signal, which is constant (250 mV), but
the change of colors of the background and the text can influence the level of sensitivity of the emission source. In this case,

we have to select such a pair of colors, for which the similarity of sequence of bits is very high. Then, distinctive features
of revealing emissions are similar, and we cannot distinguish
signs of letters from the background in the reconstructed image.
This phenomenon has to be connected with smoothing modes
of edges of signs (ClearType, Standard, and without smoothing
mode). This method of colors is effective, but only for the mode
without smoothing edges. Then, each sign is only built with one
color, which directly borders with the color of the background.
So, it is only said about the so-called pair of colors. However,
turning OFF the ClearType or Standard smoothing mode was
only accessible in the old Windows OS (e.g., Windows XP OS).
In present Windows OS, this option does not exist.
The obtained results show that the VGA standard is more
susceptible to changes of parameters of video electric signals
from the protection of information against the electromagnetic
eavesdropping and electromagnetic compatibility point of view.
We can control the protection level of our information using
the method of colors. In the case of the DVI standard, the
method of colors can only limit the number of frequencies,
in which the compromising emanations exist [40], [41]. The
levels of electromagnetic interferences do not change. Therefore, the VGA standard is still very popular in TEMPEST
workstations.
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[38] U. Cihan, U. Aşık, K. Cantürk, S. Sarhat, K. Bilal, and S. Ugur, “Automatic
tempest test and analysis system design,” Int. J. Cryptography Inf. Secur.,
vol. 4, no. 3, pp. 1–12, Sep. 2014, doi: 10.5121/ijcis.2014.4301.
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